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Abstract. The paper deals with security issues in a globalized, economically oriented world. The authors present a general, theoretical-
practical view of a systemic, object-process approach to analysing security threats of various categories. The paper generally analyses and
categorises the sources and characteristics of threats according to various factors, which in practice may pose a threat to objects of interest
or processes that have significant value for their owners. Emphasis is placed on threats of an economic, social, societal, or political nature
that are typical of societies today, primarily unilaterally oriented towards economic gain. The authors’ approach is purposefully general so
that it can be applied to all sectors where security analysis is necessary i) to identify threats, weak spots in protected objects, states, or
processes, ii) to discover vulnerabilities, iii) to realistically assess risks and propose protective measures.
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1. Introduction

A globalized economy is not just a global market for products or services. The global economy is also strongly
interconnected with raw materials and energy resources (Androniceanu, Caplescu, Tvaronavi¢iené, Dobrin, 2021;
Borodin, Tvaronavic¢iené et al., 2021), which can become significant threats to individual states and their
economic groupings if the global balance is disturbed (Alanen, Linnsmaa et al., 2022). With the change in the
global division of the world, the transport routes for energy, raw materials, and goods have also changed
(Hudecova, 2021a; Hudecova, Chriastel, 2021).

* The research has been funded by Department of Security and Law, AMBIS University, Czech Republic
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In addition, high levels of industrial specialisation have blinded or rendered politicians and many economists
incapable of taking a comprehensive view of the interdisciplinary world. This has been evident during the current
military conflict in Ukraine and in the years prior to it as well. When diplomatic means of resolving such conflicts
have been exhausted, they are often decided through conventional military mean, but also information warfare
(Sopilko, Svintsytskyi et al., 2022; El Kafhali, EI Mir, Hanini, 2022), thereby influencing the views of the
population and economic blockades. Economic blockades reflect the complex interconnectedness of the world
economy (Kharlamova, Stavytskyy, Fedorenko, 2021) and globalized world. They can be very unpredictable even
if they seem simple at first glance. One of the major threats in the 21st century is the huge migration of
populations (Beseny6, 2016; Alkopher, Blanc, 2017; Alkopher, 2018; Krivins, Teivans-Treinovskis,
Tumalavi¢ius, 2021) between continents and individual states, especially with regards to Islam. In recent years,
pandemics such as COVID-19 have also become a significant threat (Beseny6, Karman, 2020; TusSer, Jansky,
Petras, 2021) in particular with regards to their impact on the economic, social (Stefan et al., 2020; Jackulikova,
Vrankova et al., 2022), and political environments. The connection between phenomena (threats), events (adverse
events), threat to object, object destruction, and security event is presented below in Table 1.
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Figure 1. The connection between phenomena (threats), events (adverse events), threat to object, object destruction, and security event.

Source: Roman Rak
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Today, security is part of every human activity (Adams, Chisnall et al., 2021). There are countless theoretical
definitions of security, one more complex than the other (Hudecova, 2021b). However, from the simplest point of
view, security is the preservation of the continuity of a particular state, process, or object. This can be our health,
life, employment, the existence of a company, its sustainable development, business continuity, economic
prosperity, a prosperous national economy, etc.

In a globalized world, sustainable development can therefore be understood as a security phenomenon in today’s
highly competitive environment full of diverse threats and the resulting risks (TusSer, Hoskova-Mayerova, 20203;
2020D).

For effective security analysis, including economic security, it is, therefore, useful to look systematically through
the prism of elementary objects, states, processes and the properties that determine their behaviour, including
strengths and weaknesses, such as vulnerability in an environment full of real threats. We can understand security
both regionally and globally (Chehabeddine, Tvaronavi¢iené, 2020). At present, threats involve digital
technologies and cyberspace (Manulis, Bridges et al., 2021) more than ever before. Hybrid threats are also
becoming part of the scene (Atkinson, Chiozza, 2021).

The impact of various events on an object is either neutral, positive, or negative, each object having its own
resistance to a specific type of negative event (threat). This resistance is a property an object possesses, one which
indicates a certain limit (boundary), with the object usually being resistant to several types of threats
(Hammoudeh, Watters et al., 2021).

2. Material and methods

We encounter the term “threat” in all security analyses. Threats exist in all fields of human activity - in industry,
energy, economics (Periokaite, Dobrovolskiene, 2021), healthcare (Kharaishvili, Blake et al., 2021), military,
critical infrastructure, information technology (Rak, Felcan, Kopencova, 2021), social sphere (Jackulikova,
Vrankova et al., 2022; Juzl, Vlach, 2022), politics, social sciences, etc. Generally speaking, threats can be any
theoretical phenomenon that can negatively impact a protected object (protected asset), i.e. it has the potential to
cause damage or injury.

At the Academy of the Police Force in Bratislava (Slovak Republic), a scientific research task was initiated to
establish the new scientific field of Security Sciences. This new scientific discipline should theoretically address
general safety in any field of human activity. One of the first tasks was to compare and unify the basic definitions
used in domestic and foreign literature (Botrugno, Malagnino et al., 2022; Ansari, Pandey et al., 2022). In the first
phase, an extensive literary search was conducted as part of the solution of the theoretical task (Ajdari,
Asgharpour, 2011; Dirnbach, Kubjatko, 2020; Rak, Kopencova, Felcan, 2021). It was found that basic concepts
are perceived differently by various security entities - security forces, scientific institutions, companies, and
government institutions. The same concept can be perceived or defined identically, similarly, or even oppositely
(Ni, Zou and Chen, 2022). The different perceptions of security concepts depended mainly on the field of human
activity. For this reason, literary searches were repeated in several subsequent iterations for sources of domestic
and foreign literature (Matuszak, Jaskiewicz et al., 2015; 2017). A dictionary of basic security terms and their
definitions was then created. In the next phase, the Delphic Fortune Teller method was applied, whereby leading
security experts were invited to comment on the results obtained from the search or to define or clarify the basic
concepts themselves. Their comments were analysed and subsequently subjected to a complex synthesis. This
gave rise to the definitions of threat, hazard, agent of threat, and their further subdivisions. For a better
understanding, graphical methods were used to illustrate process relationships and dependencies.
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3. Hazard

A hazard is understood to be the possibility to activate danger (a threat) in a specific time and space, respectively
the source, actor of possible death, injury, or damage to health, causing damage or injury. In literature, a hazard
also indicates all factors (threats) that can cause negative phenomenon. A hazard exists independently of the
activities and behaviour of the reference object (subject) and the object causing the threat (Buzalka, BlazZek,
2011). We can understand a hazard as being a security event.

A hazard is a condition affecting humans, objects, systems, processes, or the environment arising from activities
(events, processes), whose hazardous properties have not been fully taken into account in ensuring security.
Hazard reduction is achieved by minimising the acting agents (causes, sources of threats) implementing
organisational and personnel measures, and through the design of a number of active and passive security
elements (modified, expanded according to Simak, 2015).

Within the field of occupational health and safety, various authors have defined a hazard as follows:

1. Ahazard is a source of possible damage or injury to an object, process, or system from certain exposure
and under certain conditions.

2. A hazard is a set of conditions created by humans or their interaction with natural influences or technical
equipment, which results in the possibility of damage or injury to objects, processes, or systems.

3. A hazard is an active property of an object, process, or system (e.g. material, machinery, work activity,
technical equipment, technology, or the specific situation) that causes a negative phenomenon that results
in damage or injury. A hazard is only present if a person, the environment, property, or other values can
potentially be exposed to an activated hazardous property.

A hazard to an object can be more narrowly defined as the process resulting in the threat to an object being
activated, whereby the limit (boundary) of the object’s resistance has not yet been exceeded, i.e. no damage
or injury has (yet) been caused. When a hazard to an object occurs, object monitoring is usually activated and
possible security measures implemented if the resistance limit is exceeded, or to prevent further hazard to the
object or to increase its resistance.

Example:
A tree bends strongly in a storm, but the branches and the trunk of the tree do not break. For preventive reasons,

objects in the surroundings that could be damaged by falling branches or the trunk are cleared away and the area
is closed off to the public. If it concerns a small tree, a stake is hammered into the ground to support it in the
storm.

If the limit of the object’s resistance to one threat is exceeded, the process of destruction of the object due to
damage, violation of its integrity, functionality, etc., begins. In practice, we perceive the threat to the object and
the subsequent process of destruction of the object as a security event involving the object.

The hazardous state always lasts a certain time. Threats and the activation thereof can have a domino effect. Even
if one threat stops, it could trigger another adverse event that further threatens or damages the object.

Endangerment by a threat is defined as the set of maximum impacts of the threat, which can be expected in a
given place for a specified time interval with a probability equal to a specified value. According to norms and
standards, this is determined by the magnitude of the threat that will occur with a probability or frequency
distribution equal to 0.05 for a time interval of 100 years.
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We can also understand a hazard to be an emergency. In the event of a hazard, no damage or injury will occur
until the resistance limit of the object is exceeded. During an emergency, various active, usually known or
planned procedures, are therefore implemented to delay the resistance limit being exceeded or to strengthen the
resistance of the object so that there is no deformation or damage to the object and its functionalities (Buzan,
Waver, 2003). Unfortunately, such measures are not always effective.

4. Agent of threat

Within the context of security terminology, the term “agent” has synonyms like source, originator, initiator, actor,
attacker, or cause.

An agent of threat is an entity, object, or process that initiates or triggers a threat. In professional literature,
synonyms include source, originator, initiator, actor of the threat, attacker, or cause of the threat. A threat
can be triggered by several agents at the same time. Examples of threats and their agents are presented in Table 1
below.

Table 1. Examples of threats and their agents.

Agent of threat Threat
Undersea earthquake. Tsunami wave.
Igniter. Bomb, grenade explosion.
Low salaries. Key employees leaving a company.

Dissatisfaction, frustration, burnout.

Loss of loyalty, betrayal, employee leaving to join a competitor.

Inattention, ignorance, irresponsibility in inspecting
technical equipment.

Occurrence of a failure, subsequent aircraft crash, vehicle brake failure, etc.

The extreme-left or extreme-right coming to power.

Violation of democratic principles in a country, threat to constitutional

security.
Human inattention. Traffic accident.
Unsecured money deposits, low morale. Theft of money.

COVID-19 pandemic.

Diseases, deaths, declining economic productivity, social unrest, political
instability.

Source: Authors

In other literature, agent of threat is synonymous with motivation, as defined by an interest in initiating a
threat to an asset (Smejkal, Rais 2013). However, this definition is only applicable to intentional threats. Flow
diagram of the dependencies of basic security elements (concepts) within security management is presented below
in Figure 2.
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Figure 1. Flow diagram of the dependencies of basic security elements (concepts) within security management. Processed according to
CSN ISO/IEC 15408-1.

Source: Roman Rak

The behaviour of agents of threat can be predictable, completely unpredictable, random, and without any obvious
context (Dirnbach et al., 2020).

Agents of threat can be natural processes and technological processes from which unintentional threats arise.
However, an agent of threat can also be a person, different groups of people, associations of different
organisational forms and institutions. Threats can then be triggered knowingly (intentional threats) or
unknowingly (unintentional or unwanted threats).

In the case of intentional threats and events, the motivation is usually conditioned by the value of the object of
interest (material goods, information) and the values or motivation of the “attacking” object - a person (revenge,
the instinct for self-preservation, etc.).

In practice, for some threats, it is imperative that they are prevented from becoming reality. This can be done by

“eliminating” the actor of the threat, which then cannot activate (initialise, trigger) the threat to the object(s), so
the threat is not carried out (see Figure 3).
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Figure 2. Agents of threat can be divided into non-anthropogenic (not triggered by a person) and anthropogenic (triggered by a person).
These are further divided into unintentional (unknowingly triggered) and intentional (knowingly triggered). Agent of industrial accident - in
this case, it could concern a situation in which a failure occurs due to material fatigue in hitherto unknown operating conditions. Humans
created the technology but could not influence it in extreme conditions. Agent of traffic accident - driver inattention, fatigue (unintentional
anthropogenic agent). Agent of robbery - desire for profit, planned robbery.

Source: Roman Rak

5. Basic and specific agents of threat

In practice, agents of threat can be divided into the following basic types (although, significantly more exist
depending on the point of view and the depth or accuracy of their classification):

e Natural agent - the trigger of the threat is nature itself, natural phenomena, events, and processes. It is
usually not possible to stop this type of agent, i.e. prevent the threat from being activated at all, so that it
does not freeze, the wind does not blow, there is no earthquake or tsunami, measles and smallpox do not
spread in developing countries, etc.

e Economic agent - this agent triggers threats based on economic characteristics and indicators (high
exchange rate of the domestic currency prevents economic development; non-payment of child support,
risks distraint) (Nalepova, 2020; Klikova, 2017).
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e Societal agent - the threat is triggered by something that happens in society (Jakulikova et al., 2020) (for
example, “when those who rule can no longer rule in the current way and those who form the mass of the
people no longer want such a government”).

e Religious agent - the trigger of the threat can be ideological, religious beliefs, opinions, requirements,
which in their essence promote other religious or power interests; they are in conflict with other ideas,
religions, etc.

o Military agent - the trigger for the threat is the transition from solving problems or conflicts by political
means to their solution by weapons and military force.

e Technological agent - the threat to the object is activated by a certain technology, created and (not)
controlled by man. The moment of launch or activation of the threat can be accidental (fault, defect, etc.)
or planned at a certain point in time (Kubjatko et al., 2018; Bohm et al., 2020). For example, a terrorist
bomb is detonated by a mobile phone or a time trigger. The threat activating technology agent is therefore
the mobile phone or timer. In this case, the technological agent is subordinated (controlled) by an
anthropogenic, intentional agent.

e Anthropogenic agent - the initiation always involves human factor, i.e. a person or a group of people.
The threat can be activated by an individual or a group of people of various sizes (institutions), either
knowingly (intentional threat) or unknowingly (unintentional threat), etc. It is important to realise that
the anthropogenic agent does not have to trigger or activate the final threat immediately, but gradually,
with time delays and through other agents (anthropogenic and non-anthropogenic) (Stieranka, Busarova,
2017).

In general, activating various threats through agents can be done gradually.

Example:

Poor quality materials in a thermostat prevent the circulation pump from switching on. The temperature of the
coolant rises. The warning light comes on, but the driver doesn’t notice. Due to the lack of refrigerant, which
begins to evaporate, the engine temperature rises and the engine stalls.

In this case, there are de facto two agents responsible for the threat of stalling: poor quality materials and an
ignorant or inattentive driver, who should have noticed the temperature indicator light come on and prevented a
further temperature increase by taking specific, known measures.

Similar dependencies of the actors of the threat and danger can be observed in intentional and unintentional
anthropogenic agents. The human race is characterised by organisation, which can be hierarchical, flat, etc.

Different entities (individuals, organised groups of people in various forms of institutions) can then act in
sequence (gradually over time) on other anthropogenic subjects, both intentionally (consciously, knowingly) and
unintentionally (unconsciously, unknowingly) and ultimately activate a specific threat. The activation of the final
threat can take place in several successive steps. The final threat can be, for example, terrorism, organised crime,
the penetration thereof into political and executive structures (Kotlan, 2020), a political coup, social or economic
instability, revolution, war, etc.

According to their interests, anthropogenic agents can be divided into the following specific types:

e Minority or individual interest agents (executive agents) - these agents are usually at the lower level of
the human process management hierarchy. They carry out, knowingly or unknowingly, certain activities
usually ordered by their superiors, or have and assert personal interests or the interests of small groups of
people. In some cases, they may not be aware of the threats they cause, e.g. duress within the field of
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forensics. From a global perspective, the impacts of these threats on society do not have to cause
significant damage or injury to the state (even if these result in substantial financial costs or cause harm to
the health and lives of many people). The options for these agents to hide their interests or activate threats
vary; their own interests are limited from society’s point of view because they have probably already
appeared in some form in the past and therefore are more determinable and predictable in terms of risk
analysis and agents than the following two types of agents.

Agents of political, national, and supranational interests (ideological agents) - their official interests
externally have a strong programmatic character, which is constantly declared to the public (during
elections, political negotiations, disputes, etc.). In addition to official interests, there may also be purely
intra-party, intra-group interests, which may be pursued in a hidden manner (e.g. the promotion of
restitution on the one hand and personal enrichment resulting from it on the other). This type of agent
already has great power, strength, and support from allies with regards to promoting programmes and
activating various threats, including international ones (the emergence of nationalism in the interwar
period in Germany, the uncontrolled and uncontrollable influx of immigrants, the abuse of the institutes
responsible for light fuel oils and solar energy for own enrichment, etc.). Agents of this type often have
executive power. They can assign tasks, command, transfer responsibility to subordinates, and hide
evidence. They can also influence the decisions or investigations of security forces, becoming a
dangerous threat to them (for certain independent, loyal entities). In addition to political interests, this
category can include economic, political, supranational, and other interests. From the point of view of risk
analysis, the activity (including the activation of specific threats) of this type of agent is complicated to
predict because, within a large number of positive actions for the benefit of society, less frequent actions
with a negative impact on society may be hidden. If the agents of threat are foreign entities (political
parties, governments, powers, government executive bodies, etc.), they can initiate other professional
entities, their own specialised institutions (intelligence agencies, security services, the army, etc.), to
promote their interests. In some cases, the interests and the initiation of threats are professionally hidden
(secret) at the very highest levels and it is not a trivial matter to identify them, whereas in other cases,
they are quite evident (deterrent threats by force, open declaration of military technology, technological
sophistication, etc.).

Agents of private, oligarchic, and global interests (hidden, ideological agents) - this type of agent is
usually under-represented in society, but is all the more influential for being so. These are usually very
rich, privileged, often educated individuals and small groups of people who have acquired their current
wealth and property by both legal and illegal means and are interested in further expanding their wealth,
influence, or power. These agents then directly, but far more often in a secret manner, lobby or order
various activities to be carried out to achieve their goals. The activities in their final form can also be
violent and brutal (in less socially developed countries - murders, kidnappings, extortion, Nazism...).
These agents include individuals, small groups of people, controlling international economic groups,
multinational companies, but also organised crime, mafias, etc. They can also include the heads of
churches, religious sects, and secret societies (e.g. Masonic lodges, “Brotherhoods™), which then exercise
influence over politicians, the performance of state authorities, etc. This type of agent is very well aware
of the need to keep its activities highly confidential and hidden from the public. It is therefore probably
not possible to work with them in terms of risk analysis, their activating agents, and subsequent threats.
On the whole, evidence of such activity is lacking.
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Motivation, capabilities and opportunities for activating and implementing a threat
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Figure 3. Explanation of the term agent of threat (originator, initiator)

Source: Roman Rak

The above division of anthropogenic agents into specific types helps to improve understanding of the dangers and
threats that these agents potentially trigger. Many dangers and threats can be hidden during a security risk
analysis. After all, we may not be aware of them because of a lack of knowledge of all the anthropogenic agents,
let alone their interests, goals, and motivations. This is especially true when these anthropogenic agents
professionally hide and even consciously conceal their interests (only a small group of people with strong
influence, status, wealth, etc. know about their real interests, goals) and manipulate the lay and professional public
with the help of substitute, insignificant interests, and the use of a variety of manipulative techniques to work with
individuals, groups, and large swathes of the population. Hidden, classified threats or their anthropogenic agents
can be detected, for example, by a group of professionals (intelligence agencies and security services, etc.) who
are trained in such activities on a long-term and professional basis. In practice, a problem may arise and usually
does when institutions (e.g. government, politicians) and individuals (representatives of government, politicians,
etc.) who, based on information from security services and intelligence agencies, have to make executive
decisions, but do not trust or do not want to trust security professionals, questioning them accordingly.
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Categories of agents of threat can interact in all directions: the individualists (executive agents) may try to get into
politics (ideological agents) and trigger various events (which can pose a threat to other entities) or, after
obtaining significant resources, gradually work their way into oligarchic groups, where they then secretly
influence politicians (hidden, ideological agent). Conversely, a politician (or even an individual from a lower
category of agents of threat) can use (abuse) another person to activate a threat (e.g. the transfer of money
obtained through organised crime as part of a laundering process).

For some agents (see Figure 2) it is not always easy to decide which category (intentional, unintentional) the
anthropogenic agent of threat belongs to. This depends on the point of view or the specific threat. This division is
profound if a large number of people in a historically and geographically large area participate in certain
processes and the resulting threats. This applies in particular to, for example, economic, social, religious agents,
etc.

Example:

How do we identify the agents of a religious threat such as the Hussite Revolution? On the one hand, the agent or
cause can be considered to be the general religious conflict between the Czech- and German-speaking
populations. On the other hand, the agent can be considered to be Jan Hus, who managed to show the
contradictions in such a way that he won masses of Czech believers over to his ideas. Were it not for Jan Hus,
another person would probably have appeared on the scene. In terms of risk analysis and the search for causes,
triggers - agents of threat, the intentional and unintentional components of the anthropogenic threat must be
identified. The unintentional component, in this case, is the objective religious conflict that was not caused by the
general population; the intentional component is the teachings of Jan Hus, which consciously aimed to change
and remedy the situation. In making an analysis, it is important to always be aware of dependencies, the primary
nature of threats and their agents, and to subsequently decide which agent of threat or threat to eliminate first,
insofar as this is possible and intentional (the church could not accept the objective truth of Jan Hus and
therefore burned him at stake).

It is important in life (practice) to be able to correctly distinguish the nature of agents of threat, the threats
themselves, and their impacts (caused damage and injury) on the security of the (protected) object of interest. If
we want to eliminate a threat, it is often necessary to “eliminate” the launch or activation of the threat, thereby
eliminating the agent of threat. From the point of view of investigations and court proceedings in relation to
negative events that have already occurred, it is also important during the process of clarification and
investigation to prove the intentionality of the launch of the threat, i.e. the conscious or unconscious involvement
of the person in the crime.

In our opinion, this strongly depends on what threats exist, which agents these involve, and how they are
perceived, evaluated, and managed in real time. In practice, we may respond to partial, acute threats and, at the
same time, far greater threats we cannot identify that may have more far-reaching consequences. An example of a
possible basic view is given in the following Table 2.
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Table 2. Examples of threats, agent of threat, and elimination of threats.

Threat

Agent of threat

Elimination of threat

Missile fired from an
aircraft.

Fighter jet and its pilot.

Shoot down the missile. Guide the missile to a decoy
target. Maneuver the passenger aircraft to avoid the
missile.

Aircraft with attack
capabilities.

Military order, air traffic control centre,
communication between air traffic control
and the pilot.

Force the aircraft to leave the airspace, disrupt
communication with the aircraft, radio-electronic
warfare, shoot down the fighter jet.

A political situation that
can result in a military
conflict.

Government decisions, orders from army
command, lack of discipline, initiative of
subordinates.

Political negotiations, international peace activities,
international treaties, pacts, strengthening one’s own
army, security forces.

Penetration of organised
crime, oligarchies into the
public administration,
executive bodies of a
democratic system.

Secret, non-public, private, oligarchic,
global interests of groups of influential,
criminal and lobby groups; their motivation
to gain power, control over processes,
benefits, resources, raw materials, etc.

Transparency of the political, governmental and social
systems, the fight against organised crime, the
independence of the security forces, the judiciary,
independent controls and audits.

Example:

Source: Authors

a)

b)

c)
d)

For a passenger aircraft, the threat is a missile aimed and fired at it from a military aircraft. The agent of
threat is a fighter jet and its pilot. The pilot of the passenger aircraft has few options to deal with the
threat, which must be solved immediately.

Another threat is the same military aircraft in the airspace of another state. This military aircraft can
shoot down more passenger aircraft and attack other objects. The agent of threat is the pilot’s superior
commander, the air traffic control centre.

Military orders, air traffic control centres, and other combat control centres are agents for military
threats to the invaded country and can activate other threats.

A military solution for a specific situation, military threats activated by political situations, the decisions
of politicians (governments, etc.). These are agents of military threats.

A country’s politics may also be dominated by hidden oligarchic groups that have secret, private, global
interests. These groups are agents of threat to politicians. Oligarchs are interested in a country’s mineral
wealth and may provoke the downing of the passenger aircraft in order to instigate a political crisis and
to be able to seize raw material reserves for their multinational companies through subsequent planned
activities.

In practice, the primary motive for the shooting down of a civilian aircraft may be seen (by the public and
investigators) as a terrorist act. However, in reality, the attack can be put down to a group of supranational
oligarchs trying to obtain minerals in a particular country for their manufacturing plants, whereby the shooting
down of the civilian aircraft is purely considered a means to an end.

The human factor is very complex. Its effect does not always have to be direct, but it can have a subsidiary
character, i.e. the character of subordinate articles (Velas et al., 2019). To properly manage security and
understand the variety of threats that exist, it is necessary to think systematically, to clarify the links between
anthropogenic agents that can trigger different types of threats on objects of interest. The basis of this principle is
that it can be applied in general.
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Threat impact

The threat impact is the negative result of a realised threat on a protected asset (object, process, interest)
that causes damage or injury. In professional literature, the word “consequences” is also synonymous with
“impact”.

The threat impact is the adverse effect of an undesirable event at a given place and time on a protected asset or
against an interest (Bozek, 2015).

The purpose of risk management is to minimise the impact (consequences) of threats (undesirable situations) to
zero or at least an acceptable value. If the impacts can be quantified in units (e.g. money), we speak of damages. If
the impact is not quantifiable, we speak of injuries (e.g. harm to health, reputation, brand damage, etc.).

In the first case, this concerns a quantitative impact assessment (damage assessment), in the second case, this
concerns a qualitative impact assessment based on, among other things, verbal expressions or a description of
the characteristics of the injury caused.

6. Discussion

Threats precede adverse events. Threats are phenomena that can occur and can have adverse effects, thereby
causing damage and injury. Adverse events can escalate into crises and disasters. If such events are to be
prevented, it is necessary to be able to correctly identify threats, including the impacts and risks thereof, in a
timely and appropriate manner, so that appropriate measures can be put in place. Unfortunately, these may not be
adequate.

Many anthropogenic disasters arise for the convenience of going mainstream. There is often a lack of perspective
on different sides, which is fueled by the absence of discussion, the search for the truth and the real causes of
problematic situations. To accomplish this, the scientific and professional discussions must be apolitical to
objectively recognise the world as it is, regardless of the desire for it to be as we want it to be at all costs.

The end of the 20th and the beginning of the 21st centuries created a whole new digital world thanks to the
invention of the Internet. However, its virtuality is often outside the real world and, combined with the existence
of a physical, global world, brings entirely new threats that can fundamentally change our world and lead to
devastating global conflicts.

Today, however, politics is not created a priori by politicians, but by the mass media or those who control them
(own or paid). As a result, politics lacks real personalities that are able to see the world in a broader context with a
view to the more distant future. Mass media spread a huge amount of misinformation, which in turn, adversely
and unilaterally affects weak secondary politicians who do not solve problems and who, with their narrowly
focused orientation or lack of insight, deepen or create new problems.

Globalized conflicts are often accompanied by information and economic wars. An economic or financial war is
waged through the implementation of various restrictions. Unfortunately, these restrictions can prove very
problematic because they tend to be created and decided politically at a time when emotions are running high. The
impact of such restrictive measures is also often exacerbated by the fact that they are not consulted with experts.
Their hasty adoption then poses considerable threats, which over time can turn against the instigators of the
restrictions themselves.

151


http://jssidoi.org/jesi/
http://doi.org/10.9770/jesi.2022.9.4(7)

ENTREPRENEURSHIP AND SUSTAINABILITY ISSUES
ISSN 2345-0282 (online) http://jssidoi.org/jesi/

2022 VVolume 9 Number 4 (June)
http://doi.org/10.9770/jesi.2022.9.4(7)

7. Conclusion

To manage the security of objects, states, and processes, it is necessary to be able to identify potential and real
threats correctly, whilst taking into account the vulnerabilities of the entities that need to be protected. To do this,
it must be possible to realistically estimate all potential phenomena that may escalate into events with adverse
effects. Phenomena with adverse effects on protected entities are threats. Being able to categorise threats correctly
is an essential precondition for determining how to face them in practice and prevent their further development.

Threats have their initiators, triggers. Unfortunately, in a profit-oriented economy, private interests and the
interests of oligarchs and elites, which may be behind political, national, or international interests, are frequently
motivational factors. In practice, this motivation for triggering threats can turn into real threats to national
interests, the economy, etc.
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