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Abstract. The article is devoted to assessing the financial security of the activities of insurance companies as one of the stages in the
implementation of all types of economic control and, in particular, internal control. The internal control of the business process connected
with the assessment of financial security, with the assessment of risks in insurance companies at the present stage of economic
development, is an urgent issue in the era of financial crises. Moreover, this area of internal control is not fully developed for practical use
in insurance. The article provides an algorithm for assessing the financial security of an insurance company in internal control, and
proposes a phased monitoring of the assessment of financial risks of an insurance company. Under the methodology of the study the
following methods were taken: the methods of determinative factor analysis, an indicative method for determining the criteria for
evaluating indicators. It is concluded that the need has arisen for using, as one of the sections of the methodology, the internal control of
assessing the financial security of an insurance company. The result of the study was the development of an algorithm for conducting one
of the sections of internal control using an assessment of the financial security of an insurance company. The practical significance of the
article lies in the fact that conclusions and suggestions are aimed at developing modern economic control and contribute to real business
optimization. A study conducted by the authors revealed that the new reality has changed the attitude towards the use of standard methods
that do not take into account the particular functioning of companies, and requires the modernization of old ones and the introduction of
new approaches to economic control methods.
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1. Introduction

The insurance sector of the economy at the new stage of its development is undergoing transformations associated
with the application of economic control in its accounting and analytical activities. To a greater extent this is due
to the transfer of insurance organizations to the category of public joint-stock companies. The activities of such
business entities are regulated by the federal law of the Russian Federation (Federal Law of December 26, 1995
No. 208-FL). Public insurance organizations should disclose information in a wide format. To a greater extent, it
benefits organizations themselves to increase the publicity of investment processes (Zhanbolatova et al., 2018;
Vlasova et al., 2019; Akhmetshin, 2017). Since the public disclosure of information relates to the annual report of
insurance organizations, annual financial statements, the organization of internal control is considered as an
appropriate, complete and necessary process in the activities of an economic entity. With the introduction in
07/23/2013 of new article 28.1. “Internal control” in the Federal Law “About the organization of insurance in the
Russian Federation”, as well as article 19 of the Federal Law “About accounting” (About accounting. Article 19.
Federal Law No. 402-FL, No. 50. - Art. 7344), conducting internal control in insurance companies becomes
obligatory in its activities (Article 28.1. Federal Law No. 4015 -1 FL). According to information from the
Ministry of Finance of the Russian Federation dated 12/26/2013 (Ministry of Finance of the Russian Federation,
2019), internal control must be applied at all levels of the economic entity and in all its divisions.

The organization of internal control in insurance companies should provide complete, reliable and objective
information about financial statements, about assets and risks. Internal control should help counteract money
laundering, lead to effective management of financial and economic activities, assets, risks, as well as ensure
break-even and effective insurance operations (Salimova, 2016; Bench, 2016; Solonina et al., 2014; Chudaykina
and Zhelikhovsky, 2019; Plaskova et al., 2019). Thus, internal control is a process that provides the economic
entity with confidence in the safety of assets, achievement of high financial and operational indicators, accuracy
in financial statements and its reliability, and it should also be aimed at achieving the goals of the company
(Ministry of Finance of the Russian Federation, 2019). This definition can be taken as the basis for the goals of
internal control of insurance companies. To achieve these goals, it is necessary to solve a humber of problems
associated with the specific activities of insurance companies (Goloshchapova et al., 2018; Da Costa, 2018;
Sokolov et al., 2019). Therefore, the features of this field of activity require a special approach to organizing and
conducting a modern, scientifically-based research process in the methodology of economic control, taking into
account all the above aspects (Korableva et al., 2018).

2. Methods

The main objective of the activity of insurance companies is determined by the protection of the property rights of
entities that have concluded an insurance contract in the event of an insurable event. The authors have repeatedly
mentioned the risks of insurance companies in various works (Kuzovleva, 2015; Shatalova et al., 2016; Rahman,
2017; Turgaeva, 2015; 2017). The insurance business is directly related to the risks of policyholders, but the
specificity of the insurance business is that as a commercial organization, insurance companies themselves take
risks. These risks are associated with financial losses (for example, related to financial crises), inefficient
investment (changes in the interest rate on securities), a high probability of losses, for example, due to
fluctuations in the value of assets, and cumulative accumulation. The interpretation of the concept of financial
security has been considered by many authors (Sushkova, 2019; But 2018; Vasilev, 2016; Eremeychuk and
Mashyanova, 2016; Lobanov, 2018, 2019; Kozmenko and Ruban, 2014; Saenko et al., 2019; Prodanova et al.,
2017; Bovsunovska, 2017; Trofimova et al., 2019; Yemelyanov et al., 2018; Bisultanova et al., 2018; Popova et
al., 2017; Boboshko, 2017; Michailova et al., 2017; Masood et al., 2019; Vigliarolo, 2020; Chehabeddine,
Tvaronaviciene, 2020)

Risks of insurance companies can be considered in various areas of activity, but since the scientific literature still
does not address the issue of an internal control algorithm for assessing the financial security of an insurance
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company, we consider it appropriate to develop such an algorithm that will allow any insurance company to properly
evaluate its own financial security.

3. Results

An assessment of the financial security of the activities of insurance companies as one of the stages in the
implementation of all types of economic control, and, in particular, internal control, should include the following
steps and consist of seventeen sequential actions aimed at a comprehensive analysis of indicators and threats to
financial security (Fig. 1).

Definition of objects of research of
> the insurance company
v Determination of
Selection of qualitative and threshold values of
quantitative indicators | identified indicators
v
Calculation of Grouping indicators by financial - —
quantitative indicators  [*] security blocks 5| Calculation of qualitative
indicators by expert <
v judgment
Comparison of received Calculation of an integrated v
values with threshold indicator for financial security Assessment of the
values blocks N coherence of expert
v opinions
Calculation of the aggregate index
of financial security crpaxoBoit
v
Identification of the main threats to Expert assessment of the
the financial security of the Y degree of danger of
insurance company identified threats
v
Identification of events to neutralize Threats ranking into
threats Nl danger levels
v
Evaluation of the Control over the implementation of
- effectiveness of l— events
implemented events

Fig. 1. The internal control algorithm for assessing the financial security of an insurance company
Source: own research

1st stage. It consists in determining the objects under study of the financial security of the insurance company. In
other words, this is the collection and systematization of the necessary company information, such as financial
statements, a report on financial results, annual reports of departments of the insurance company, etc., the data of
which will be used to calculate indicators.
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2nd stage. It consists in the selection of qualitative and quantitative indicators for assessing the financial security of

an insurance company. Most quantitative indicators are widely used to assess the financial security of an

organization (enterprise) of any economic field. However, it is worthwhile to include in the regulation of the internal

control process a list of quantitative indicators and those that will allow you to assess the financial condition of the

characteristics of the financial activities of the organization. As for the qualitative indicators, these indicators will

help determine the frequency of payments, insurance premiums, as well as costs of litigation. They are also aimed at

identifying fraudulent agreements in the company’s activities, determining the impact of risks on insurance activities

in general. Table 1 shows the main quantitative and qualitative indicators for assessing the financial security of an
insurance company.

Table 1. Qualitative and quantitative indicators for assessing the financial security of an insurance company

Ne s/i | Quantitative indicators Threshold value Qualitative indicators Threshold
value
1 Current liquidity ratio 1,5-2 Qualitative dynamics of the company's | Increment
insurance reserves
2 Absolute liquidity ratio 0,2-0,3 The frequency of insurance payments of | Moderately
the company under insurance contracts
3 Financial independence ratio >0,5 Frequency of expenses of litigation | Rarely
cases (including those by type of
insurance)
4 Capital adequacy ratio >0,1 Company integrity assessment of | Fixed payments
insurance premium payments
5 Financial stability ratio >0,7 The degree of influence of risks on the | Minimally exposed
activities of the insurance company
6 Leverage ratio <1 Frequency of conclusion of insurance | Often
contracts per month
7 Receivable turnover ratio >15 Level of attracted insurance clients | High
(including those by type of insurance)
8 Profitability of assets >0,10 Percentage of fraudulent contracts | Minimal
concluded per year
9 Profitability of equity >0,15 Rating assigned by rating agencies Top-10
10 Profitability of insurance | >0,12
operations
11 The level of insurance payments | >0,6
by type of insurance
12 Percentage of reinsurers in | 0,05-0,3
insurance reserves
13 The ratio of change in the | 1,0-1,1
volume of insurance premiums
(including those by type of
insurance)
14 Moving loss ratio >0,65

Source: own research

As can be seen from table 1 above, for a comprehensive assessment of financial security, multidirectional indicators
are proposed, with the help of which it is possible to assess the financial security of any insurance company.
However, it is worth noting that this list of indicators is not exhaustive.

3rd stage. Defining threshold values for selected indicators of assessing the financial security of the insurance
company. In most cases, the threshold values of these quantitative indicators are scientifically fixed. As for the
specific quantitative and qualitative insurance indicators of the company, in this case, table 1 shows the estimated
threshold values for insurance companies. However, as noted above, insurance companies themselves have the right
to set their own threshold values based on the specifics of their insurance activities.
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4th stage. Grouping of selected indicators by blocks of financial security indicators. Since a wide range of financial

security indicators is proposed, it is suggested to distribute the above indicators into blocks for ease of calculation.
We propose to separate quantitative indicators (Table 2).

Table 2. Grouping indicators by financial security blocks

Ne sfi The title of the indicators The title of the block

1 Current liquidity ratio Indicators  of insurance

2 Absolute liquidity ratio company liquidity ratios

3 Financial independence ratio Indicators ~ of  financial

4 Capital adequacy ratio stability of the insurance

5 Financial stability ratio company

6 Leverage ratio

7 Moving loss ratio

8 Profitability of assets Indicators  of  insurance

9 Profitability of equity company profitability ratios

10 Profitability of insurance operations

11 The level of insurance payments by type of insurance Indicators  of  insurance

12 The ratio of change in the volume of insurance premiums (including those by type of | company payments

insurance)

13 The frequency of insurance payments of the company under insurance contracts

14 Receivable turnover ratio Rating indicators of insurers

15 Company integrity assessment of insurance premium payments of an insurance company

16 Level of attracted insurance clients (including those by type of insurance)

17 Frequency of conclusion of insurance contracts per month including those by type of | Rating indicators of insurers

insurance) of an insurance company

18 Percentage of fraudulent contracts concluded per year

19 Percentage of reinsurers in insurance reserves Indicators  of  insurance

20 Qualitative dynamics of the company's insurance reserves reserve ratios

21 Frequency of expenses of litigation cases (including those by type of insurance) Insurance company expense
indicators

22 The degree of influence of risks on the activities of the insurance company Insurance  company  risk
indicators

23 Rating assigned by rating agencies Other indicators

Source: own research

It is also worth noting that this stage of diagnostics of the financial security of the insurance company will allow to
evaluate the financial security of a particular block of indicators.

5t stage. Calculation of quantitative indicators of the financial security of an insurance company. Comparison of
actual data with threshold values. At this stage of assessing the financial security of the insurance company,
guantitative indicators are calculated both for the studied financial year and for previous periods to further compare
the dynamics of the financial security of the insurance company.

6" stage. Correlation of actual indicators with threshold values. This stage is necessary for further calculation of the
integrated indicators of financial security. The ratio of financial security indicators of the insurance company with
their threshold values is determined as follows according to formula 1:

Pfbi = Kiact/ Kinorm (1)

where Pfb;— the value of the i-th indicator of financial security of the insurance company;
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Kiact — the actual value of the i-th indicator of financial security of the insurance company;

Kinorm - threshold value of the i-th indicator of financial security of the insurance company.

For convenience, the obtained values are entered in the table with the calculations.

7" stage. Calculation of qualitative indicators of the financial security of an insurance company through expert
judgment. A group of experts evaluates qualitative indicators according to the available information about the
financial activities of the insurance company. To each value of the qualitative indicator, experts give their mark in
points on a 4-point scale. The scores obtained are compared with the threshold values of qualitative indicators in the
same way as quantitative indicators.

8™ stage. Assessment of consistency of expert opinion. Consistency of expert opinion is considered an important
characteristic of the quality of the results of non-quantitative indicators.

It is recommended to calculate the consistency in terms of the Kendall concordance coefficient noted by Kuzovleva
(2015. P.29). It looks as follows according to formula 2:

W=12*S/[n?>* (m®-m)] )

where W — coefficient of concordance of opinions of experts (by Kendall);

S —the sum of the squared deviations of all rank estimates of each examination object from the arithmetic mean;
n — the number of experts;
m —the number of examination objects.

We propose to draw up a table to calculate the assessment of expert consistency (Table 3).

Table 3. An example of the design of the table for calculating the assessment of expert consistency

Expert Score
M Sum of ranks | Deviation  from Deviation
i | Thetitle of the indicator - N - < | (cim. the mean (Qmean — | &0 iared (clm.8)2
! N t Y | 3+445+6) | cIm.7) a '
3 3 < 3
x x x x
LU LU L LU
1 2 3 4 5 6 7 8 9
n Sum (Qmean) - - - - -

Source: own research

The concordance coefficient varies in the range 0 <W <1, where 0 corresponds to inconsistency, and 1 corresponds
to complete consistency. If the concordance value exceeds 0.40-0.50, then the quality of the assessment is
considered satisfactory, if it exceeds or is equal to 0.70-0.80 - high.

If the result of assessing the consistency of expert opinions when calculating the qualitative indicators of the
financial security of the insurance company exceeds satisfactory values, then it is necessary to proceed to stage 7. If

the consistency score is below average, then it is recommended that experts return to step 6 to recalculate the
qualitative indicators.

o stage. Calculation of integrated indicators for blocks of financial security indicators. The integrated mark of
indicators of financial security of an insurance company is determined as follows by formula 3:

Ifbn = Y Pfbl + Pfb2 + Pfb3 ... + Pfbn/n 3)

rae Ifb,— an integral mark of indicators of financial security of an insurance company;
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> Pfby + Pfb, + Pfbs ... + Pfb, — the amount of correlated indicators of the financial security of the insurance
company with their threshold values;
n — The number of indicators
For convenience, the obtained values are entered in the table with the calculations. Already at this stage of assessing
the financial security of the insurance company, it is possible to identify the “problem areas” of the financial
activities of the insurance company.

10™ stage. Calculation of an aggregate index of financial security of an insurance company. It looks as follows
according to formula 4:

KFB = >'Ifb; + Ifb, + Ifbs ... + Ifbn (4)
where KFB — aggregate index of financial security assessment of an insurance company;

>TIfbs + Ifh, + Ifbs ... + Ifb, — the sum of the values of the integrated marks of the financial security indicators of the
insurance company.

If the insurance company assessed its financial security for several periods of time, then at this stage you can study
the dynamics of changes in ensuring the financial security of the insurance company and suggest the reasons for
such changes.

11" stage. Determining the level of financial security of the insurance company according to the identified aggregate
index. At this stage of internal control, the level of financial security is determined on the basis of a defined scale of
security levels (Table 4).

Table 4. Insurance Company Financial Security Level Scale

Critical level Low level Average level High level

>12 12-23 23-36 <36

Source: own research

According to Table 4 above, the financial security of insurance companies is assessed at the following levels:

1) critical level (almost all indicators do not correspond to threshold values)

2) low level (most indicators do not correspond to threshold values);

3) average level (4-5 indicators do not correspond to threshold values);

4) high level (indicators correspond to threshold values; it is allowed that 2-3 indicators do not correspond to
threshold values).

12" stage. Identification of the main threats to financial security according to a security assessment. Based on the
assessment of the financial security of the insurance company, as well as the calculations of qualitative and
guantitative indicators, the main threats to the financial security of the insurance company are identified. The list of
these threats can also be classified according to various criteria for further convenience in determining measures to
improve the financial security of the insurance company. These signs may appear (object of threat; frequency of
manifestation of the threat; subject of the threat; source of occurrence, etc.).

13" stage. Expert assessment of identified threats. At this stage, it is recommended that a group of internal control
auditors should conduct an assessment of identified threats using the Fine-Kinney method, which consists in
assessing individual risks in any organization. This method includes the product of three components: impact,
probability and consequences of the onset (formula 4).
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Ri=P*1*A 4)

where R;— the value of the degree of danger of the i-th threat of the company;

P — the probability of the occurense of the i-th threat;

| — Strength of the impact of the i-th threat on the security;

A —The consequences of the i-th threat.

Based on this method, Table 5 is presented below, which contains the necessary conditions for assessing threats to
the financial security of an insurance company.

Table 5. Factors for assessing threats to the financial security of an insurance company

Probability of a threat Paint Impact on security Point Threat consequences Point
Most likely to happen 10 Extremely High Impact 10 Critical consequences 10
Very likely 8-9 High impact 8-9 Serious conseguences 7-9
Non relevant, but possible 5-7 Moderate impact 5-7 Moderate consequences 4-6
Unlikely 2-4 Low impact 2-4 Minor consequences 1-3
Hardly possible 0-1 Extremely low impact 0-1

Source: own research

For a more objective assessment of the degree of danger of the impact of threats on the financial security of the
insurance company, it is recommended to conduct an expert assessment (Hilkevics and Semakina, 2019).

This method will help evaluate each threat in three directions: the probability of occurrence, the strength of the
impact, and the consequences of the threat. Also, for the reliability of the opinions of experts at this stage, it is
possible to assess the consistency of opinions of experts by the already known method.

14th stage. Threat ranking. The results of internal control at this stage of risk assessment rank them according to the
degree of danger of identified threats to the financial security of the insurance company. This stage will help to
further determine the priority areas of the insurance company to increase the level of financial security by
neutralizing or minimizing the impact of identified threats.

15th stage. Identification of measures to neutralize threats. After determining the financial security assessment,
identifying and assessing the main threats, effective measures are drawn up aimed at increasing the financial security
of the insurance company, as well as at neutralizing or minimizing the impact of financial security threats. Also, at
this stage, in addition to the events themselves, the following may be indicated: the expected economic effect for the
insurance company from the implementation of these measures; deadline for the implementation of activities;
responsible persons (departments) for the implementation of activities; supposed financing of events, etc.

16th stage. Internal control of the results of the implementation of measures to neutralize threats. Monitoring the
implementation of measures to increase financial security presented by the insurance company is carried out not only
by the head of the economic security service of the insurance company, but also by the heads of departments who
are responsible for the implementation of a particular event. Upon completion of the deadlines for the
implementation of measures, each department provides reports on the work done, on the basis of which the
effectiveness of measures to improve the financial security of the insurance company will be evaluated.

17th stage. Assessment of the effectiveness of the implemented measures. As noted above, the assessment of the
effectiveness of the measures taken is based on the information provided on the measures taken. At this stage, the
insurance company itself determines the methods and methods convenient for it to conduct internal control of
evaluating the effectiveness of the measures taken. If the activities are ineffective, it is recommended that you return
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to step 13 to determine new activities, taking into account the results obtained at this stage. If the measures taken

have been effective, then a new assessment of the financial security of the insurance company is carried out again
from the first stage.

4, Discussion

Despite all the complexity and painstaking work to identify certain aspects of financial security in the economic
control system, the above internal control procedures not only optimize business processes at an early stage of
their implementation, but also allow you to quickly make changes as a result of identifying various deviations,
development of specific operational management recommendations for adjusting business processes (Luzina et
al., 2019; Akhmetshin et al., 2019; Prodanova et al., 2019). Conducting the internal control of the business
process related to the assessment of financial security, with the assessment of risks in insurance companies is
relevant.

Conclusions

Thus, the presented algorithm for conducting internal control of the insurance company’s financial security
assessment will make it possible to comprehensively evaluate not only the main financial quantitative indicators
of the insurance company, but also qualitative indicators, the degree of danger to financial security threats, the
effectiveness of the proposed measures to increase the level of financial security of the insurance company. Such
a mechanism of internal control will reveal the company's potential, strong and weak points, thereby making
internal control more effective and useful to ensure the financial security of the insurance company.
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